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1.2 Privacy issues

The efficiency and security problems of certificate revocation and smartcards are
not the only shortcomings of the current proposals for PKIs and certification mecha-
nisms. In this section we examine the privacy dangers, and discuss the meager efforts
that have been undertaken to protect privacy. On the basis of this analysis we then
list desirable privacy properties for digital certificates and PKIs.

1.2.1 Privacy dangers

As defined by Westin [387], (information) privacy is the claim of individuals, groups,
or institutions to determine for themselves when, how, and to what extent information
about them is communicated to others.14 It is a fundamental postulate of this book
that if the current visions about the global PKI (i.e., the collection of all regional,
national, and international PKIs) turn into reality, then everyone will be forced to
transact and communicate in what will be the most pervasive electronic surveillance
tool ever built. (Surveillance is the act of systematically monitoring, tracking, or
assessing the actions of individuals.)

To apprehend the magnitude of the privacy problem, consider the following as-
pects:

• All the communications and transactions of an individual in a PKI can be
linked on the basis of his or her identity certificates. In this manner, dossiers
can automatically be compiled for each individual about his or her habits, be-
havior, movements, preferences, characteristics, and so on. Many parties enjoy
this dossier forming capability:

– The CA sees the certificates it issues, and typically sees them again once
they are shown or at a later moment. This enables the CA to trace and link
all communications and transactions of each key holder. Reasons why
the CA may get to see the certificates that are shown to verifiers include:
the verifiers in the PKI may belong to the same entity as the CA (closed
system); verifiers may be incited to deposit a copy of the transcript of
each transaction they engage in (e.g., to enable detection of certificate
forgery or fraud with limited-show certificates, or to support commercial
goals); and, verifiers may resort by default to online certificate validation
with the CA.15

14Westin’s definition is frequently cited in the academic literature and in court decisions, and forms the
basis for the U.S. Privacy Act of 1974 (for an overview, see, e.g., the Office of Technology [285, Chapter
1]) and similar legislation in many other developed countries around the world (see the Global Internet
Liberty Campaign [153] and Rotenberg [329]).

15Today’s PKIs seldomly require certificate verifiers to deposit their transcripts to the CA, but this can
be expected to change as the awareness of the security benefits grows.
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– Each verifier can store all the certificates that are presented to it, and can
link them on the basis of their key holder identifiers, public keys, or CA
signatures. Different verifiers can exchange and link their data on the
same basis. Developments are underway to streamline the latter process.
For instance, the Information Content & Exchange protocol (ICE), an-
nounced by the ICE working group in June 1998, provides organizations
with a standardized automated method for exchanging personal data ob-
tained through P3P and other mechanisms. Another planned standard,
the Customer Profile Exchange (CPEX), announced in November 1999,
is intended to take automated exchange and integration of personal data
to an even further level. The eXtensible Markup Language (XML), de-
signed by the World Wide Web Consortium, will play an important role
in these initiatives.

– In case the communications or transactions of key holders are not se-
curely encrypted, wiretappers see the same information as verifiers. If
they can wiretap the certificate issuing process as well, they can learn ev-
erything the CA knows. One particularly nasty aspect is that the certified
public key of at least one of the two parties in a transaction or communi-
cation is always sent in the clear to bootstrap a secure session.

Parties that actively monitor the Internet and other telecommunication
infrastructures, or at least have the capability to do so, include govern-
ment agencies (international wiretapping efforts include Echelon 16 and
Enfopol17), non-profit organizations (such as the Internet Archive, which
stores over 14 terrabytes of information gathered from news groups, Web
pages, and other publicly accessible Internet sites), and commercial en-
terprises (e.g., Internet routers, Internet service providers, and the com-
mercial offshoot of the Internet Archive). The U.S. Communications As-
sistance for Law Enforcement Act [145, 159, 160, 286] and similar leg-
islation [359] in other countries require the telecommunications industry
to build wiretapping capabilities into their infrastructures.

• The CA can trivially link each dossier to the identity of each individual. For
verifiers and wiretappers, linking dossiers to identities typically is straightfor-
ward as well: either separate entries or the aggregated contents of a dossier
reveal the identity, or the match can be made in another way (e.g., on the basis

16Echelon is an international surveillance system that taps into most of the world’s non-military satellite,
radio, and land-based communications systems. It is operated by the United States in cooperation with
Great Britain, Canada, New Zealand, and Australia. Echelon systematically scans e-mail, fax, cellular,
telex, and telephone communications for keywords, to identify and extract messages deemed of interest.
See [75, 206, 207, 308] for details.

17The Council of the European Union and the FBI have been cooperating since 1992 on a plan for
intercepting all mobile phone calls, Internet communications, and fax and pager messages in Europe.
See [129, 262, 344, 362] for details.
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of voice or facial recognition or by tracing the source of an Internet connec-
tion). Sending your digital certificate offers no more privacy than sending your
Social Security number or credit card number.

Worse, all the dossiers that are compiled by linking and tracing the actions
of participants in one PKI can be tied to the dossiers compiled in other PKIs.
In the original X.509 proposal, each key holder would be assigned a globally
unique identifier, providing a highly convenient method to link the actions of
key holders across different PKIs. The SPKI authors [151] rightfully note
that this “would constitute a massive privacy violation and would probably
be rejected as politically impossible.” The use of local names, as in SDSI,
makes it more difficult to link transactions across different PKIs, but clearly
with today’s network resources and linking power the barrier that is raised is
low; after all, local names and other kinds of identifiers are strongly correlated
to true names. In any case, different local names of the same individual can all
be linked when CAs cooperate.

• Attribute certificates worsen the problem, since the dossiers that CAs, verifiers,
and wiretappers can compile are often even more intrusive. Attribute certifi-
cates that do not specify explicit identifiers can be linked and traced as easily as
identity certificates, on the basis of their public key or the signature of the CA.
(The same holds for X.509v3 “attribute” certificates and Diversinet’s digital
permits, in spite of the latter’s claim18 that its digital certificates assure “total
anonymity and privacy by separating authorization credentials into permits;”
protection against unsophisticated wiretappers is a far cry from privacy, and
can simply be achieved by line encryption.) Also, each CA gets to learn all the
attributes of each certificate applicant, because otherwise it cannot or will not
issue a certificate. Some CA service providers, such as Thawte Certification,
are promoting PKI models whereby a single CA validates all the attributes of a
certificate applicant, to avoid cumbersome verification procedures; this further
increases the power of the CA.

Ellison [150] states: “Because SPKI certificates will carry information that,
taken together over all certificates, might constitute a dossier and therefore a
privacy violation, each SPKI certificate should carry the minimum information
necessary to get a job done.” Indeed, SPKI certificates are not programmable;
they have 5 exactly fields (Issuer, Subject, Delegation, Authorization, Validity
Dates). A noble sacrifice, but one that one would prefer to avoid; in many
PKIs, everyone benefits when more attributes can be encoded.

• Any digital signatures that are made by certificate holders can be added to
their dossiers. They form self-signed statements that cannot be repudiated,

18At www.dvnet.com/about us/what we do.htm, last checked March 30, 2000.
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proving to the whole world who is the originator of a message. As Directorate-
General XIII of the European Commission [137] notes, “Digital signatures
could even bring significant law enforcement benefits as they allow for exam-
ple messages to be attributed to a particular reader and/or sender.” In the words
of Walsh [386], a former deputy director-general of the Australian equivalent
of the NSA, “If you ever allow people to get near authentication keys you’ll
corrupt the administration of justice.”

In a similar manner, anyone who gets to see a digital certificate, either by
wiretapping a communication or by consulting online certificate repositories
or CRLs, has convincing evidence that the identity and any other attributes
signed by the CA belong together. Obtaining this information is often per-
fectly legitimate even for outsiders; many schemes (e.g., X.509 and PGP) store
certificates in mail servers or other public depositories. The American Bar As-
sociation [9] states: “Publication of a certificate which has not been accepted
by the subscriber may disclose an identification, business relationship, or other
fact which the purported subscriber wishes to keep confidential, and may have
a right to keep confidential under applicable privacy law.” Clearly, accepting
subscribers have similar concerns.

• Any uniquely identifying data in a certificate (such as a key holder identifier,
the public key, or the CA’s signature) can be misused to deny a key holder
access to PKI services, and to block his or her communication attempts in
real time. For example, blacklists can be built into Internet routers. Similarly,
transaction-generated data conducted with target public keys can be filtered out
by surveillance tools, and electronically delivered to third parties for examina-
tion or immediate action. More generally, entire groups can be discriminated
against on the basis of attributes encoded into their certificates.

• Revocation mechanisms cause additional privacy problems. CRLs (or their
updates) are distributed to all verifiers, and potentially to anyone who requests
them. In this manner, entities can collect data about key holders they have
never communicated or transacted with. Furthermore, the CA can falsely add
public keys to its CRL, to block the communications and transactions of tar-
geted certificate holders. (The methods of Kocher [235], Micali [268], Aiello,
Lodha, and Ostrovsky [7], and Naor and Nissim [273] do not protect against
false claims of the CA that a certificate has been revoked; they protect merely
against a misbehaving Revocation Authority that gets authenticated revocation
information from an honest CA.19)

19An improvement would be for blacklists to list the (serial numbers of) certified public keys together
with a “suicide note,” a revocation message signed using the secret key. This approach, which is applied
in PGP, cannot be used when the secret key is lost, while preparing a suicide note in advance is not an
adequate solution.
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Online certificate validation services are even worse: they allow anyone to
verify not only negative data but also positive data, and enable the Revocation
Authority to falsely deny access to certificate holders and to learn in real time
who communicates with whom. This cripples the privacy of certificate verifiers
as well.

• The integration of smartcards exacerbates the privacy problem. Moreno, the
inventor of the first generation of smartcards in the early seventies, warned
that smartcards have the potential to become “Big Brother’s little helper.” The
tamper-resistance of a smartcard shields its internal operations from its holder.
It is difficult or even impossible to verify that a card does not leak personal data
and other attributes that may be stored inside the card. Leakage may take place
by exploiting the van Eck effect,20 by sending out or receiving radio signals,
by sending along additional data when engaging in a protocol, by encoding
information in message fields or random numbers specified in the protocol, by
timing the delay before transmitting a message, or by halting at a specific step
of a protocol. Also, the smartcard issuer (typically the CA from which the
holder obtains certificates) can program the card in such a manner that it will
lock its holder out of services upon receiving a signal from (the terminal of) a
certificate verifier or another party. See Section 6.1.1 for details.

As more and more personal data is stored inside smartcards, individuals will
be mislead into believing that they have control over their own data. Con-
sumer protection agencies such as the Privacy Commissioner of Canada [287]
and the Privacy Commissioner of the Commonwealth of Australia [311] have
already expressed great concern. See also Cavoukian, Johnston, and Dun-
can [79], Clarke [117], Connolly [120], Fancher [158], Schwartz [343], and
Wright [394].

Since the surveillance of automated transaction systems is more surreptitious than
wiretapping, it has even greater potential to law enforcement and intelligence agen-
cies. Transaction-generated data trails can readily be picked up by computers, stored
in databases, searched for patterns of activity, processed to distill profiles, and merged
and matched with census data, credit report data, postal codes, car registrations, birth
certificates, and so on. Moreover, transactions need not be monitored in real time;
once stored, data trails are permanent for the record and can be examined at any
time. Indeed, as NIST’s FPKI chairman Burr [68] notes: “Archives provide a long
term storage of CA files and records. The life time of CAs may be relatively short.
But it may be important to verify the validity of signatures on very old documents.
CAs must make provisions to store the information needed to verify the signatures of

20Microprocessors, keyboards, computer monitors, serial cables, printers, and other peripheral devices
all emit electromagnetic radiation that passes over large distances and through solid walls, and that can be
remotely captured and viewed; see van Eck [379] for the (purposely incomplete) paper that brought this
phenomenon to the attention of the public.
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its users, in archives that will be able to make the data available at a much later date,
perhaps several decades later.”

Hardly surprising, individuals are feeling increasingly threatened. A survey con-
ducted in April 1998 by Louis Harris & Associates and Westin for Privacy & Ameri-
can Business and Price Waterhouse found that 87% of American computer users are
concerned about threats to their personal privacy. The threats do not merely pertain
to abuse by the private sector. Indeed, as Singleton [356] points out, “Although both
private and government databases can be abused, the abuse of government databases
poses a more serious threat for one reason: government controls the courts, the po-
lice, and the army.” Commercial organizations have a commercial self-interest in
protecting the privacy of individuals, and often are less interested in the behavior of
identified persons than government agencies. Moreover, the surveillance technolo-
gies used by governments are typically more advanced and covert than those used
by the private sector. In an influential study conducted in 1996, the U.S. National
Research Council [278] “acknowledges the concerns of many law-abiding individu-
als about government surveillance. It believes that such concerns and the questions
they raise about individual rights and government responsibilities must be taken se-
riously. It would be inappropriate to dismiss such individuals as paranoid or overly
suspicious.”

ACES and other government PKIs without privacy-protection measures intrude
even more on privacy than the national ID cards that many developed countries are
considering in order to combat tax evasion, social security fraud, illegal immigra-
tion, insurance fraud, fraudulent work authorization documents, and so on. These
plans have already lead to public outcry in the United States, Great Britain, Canada,
New Zealand, Australia, and other countries. See Privacy International [312] for an
overview of (proposed) national ID cards around the world.

1.2.2 Previous privacy-protection efforts and their shortcomings

Surprisingly, the issue of privacy in PKIs has received virtually no attention. Most
certification technologies and standardization efforts do not deal with the issue at all,
or only allow users to encrypt their communications and transactions at the transport
layer. Confidentiality is a weak privacy measure, though. As Baker [18], then chief
council for the NSA, remarked: “The biggest threats to our privacy in a digital world
come not from what we keep secret but from what we reveal willingly. [. . . ] Re-
stricting these invasions of privacy is a challenge, but it isn’t a job for encryption.
Encryption can’t protect you from the misuse of data you surrendered willingly.”

The European Commission [137] recommends that individuals be allowed to ob-
tain digital certificates that specify a pseudonym, unless the law specifies that true
names must be used. This approach is supported by the OECD Cryptographic Policy
Guidelines [295] and by the European Privacy Directive [157]. 21 Pseudonymous cer-

21The European Privacy Directive is an extensive set of privacy guidelines established in 1995 by the




